KPYTITOIPADIA & GPG

2Taupoc Mekéong

Euxapiotw Tov K. KwvoTavTtivo Apaliwtn yia TIG EUOTOXEC
TTAPATNPAOCEIC KAl TIC OUPBOUAEC TOU

=


http://creativecommons.org/licenses/by/4.0/
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T1 Ba doUE;

- ‘'Evvolec otnv KpuTtrtoypagia
- ATTAO KEIPEVO, KPUTTTOKEIMEVO, KAEIDI
- Kputrtoypagnon CUUUETPIKOU KAEIDIOU
- Kputrtoypagnon dnuoaiou KA&IdIOU
- 2UVOPTAOCEIC KATAKEPHATIOUOU
- WnoiakEg uttoypageg
- GPG
- 2TOXOI
- Anuioupyia KAEIBIOU KAl TTIOTOTTOINTIKOU avAKANGONG
- KpuTtrtoypdgpnon Kal atrokpuTrToypdagnon email
- WnoiakEg uttoypageg
- Y1roypa®r KAEIOIWY, KUKAOG EUTTIOTEUTIKOTNTAG
- Thunderbird ka1 Enigmail



Mia IoTOpIO VIO VO XOAAQPWOOULIE...

- H Alice ka1 o Bob gival géAn TG d1donunNg opyavwaong
«MupnRveg TNG ApaxHRg»

- H Alice péver otnv ®pavkeouptn (Wurrrst) kai o Bob otnv
@eocoalovikn (XaAAAapQ)

- ETKolvwvouv pyovo péow email
- H Alice oxediadel Eva XTutTnua pe Kop@eTi (1) otnv EKT
- @€Ael va evnuepwaoel Tov Bob xwpic va 1o uabel o Mario

- O Mario €ivail o apyxnyocg tng EKT kai TtapakoAouBei Ta
NMANTA



L
[ToWTAYWVIOTEC

alice Mario Bob




Av OAa TTAVE KOAQ...




ATTAO KEIMEVO KAl KPUTTTOKEIMEVO

- ATTAO Keipevo
EniBeon pe kopdpsti otnv EKT 9 IouAiou 2015

- KpuTrToKEipevo

Version: GnuPG v2

JAOEAWMC7OUAD211T7+3yUFqTEUEZTX6rrVjf6VIDgbc70pUMOIPG+ca8Y
oVGxHIgvUiilLudhdfpX3FA1A2EDHOIXqNOTSGIOU21FSV3W1KIchw. . .




L
KA&10i KpuTrToypagpnong /
ATTOKPUTTTOYPAPNONG
- Mia akoAou@ia bits, 11.x. 01010111

KAe1di KAe1di
Kpumntoypdadnonc Amokpuntoypadnong

v v

Kpuntokeipevo . .
AhyopiBuoc - ATtAO
= Amokputtoypadnaonc KelPEVO

AmAo ™ AAlyoplBuoc
KelUEVO Kpumtoypdadnonc




L
KpUuTIToypa@pnon CUUUETPIKOU KAEIOIOU

- H Alice kai1 o Bob xpnoiuotroiouv 10 id10 MUCTIKO KAEIDI
- H Alice B¢Ael va oTeilel Eva emall otov Bob

- KpuTrtoypa@ei T0 aTTAO KEIUEVO PE TO KAEIDI

- 2TEAVEI TO KPUTITOKEIUEVO OTOV Bob

- O Bob atrokpuTiToypa@Ei TO KPUTTTOKEIMEVO UE TO KAEIDI
- Alaadel To atTAO KeiPevo

- O Mario BAETTEI HOVO TO KPUTTTOKEIMEVO

- Anuo@IAf cuotiuarta: AES, CAST, Blowfish k.a.



KpUuTIToypa@pnon CUUUETPIKOU KAEIOIOU

Alice

Ar\O KEiMEVO  ZUMMETPLKO KAELSL

g
/ vy ) ' .
2% | KPpURTOKELHEVO

)4

ZUMMETPLKO KAELSL ATAO KELHEVO




[TAEOVEKTAMOTA KPUTTTOYPOAPNONG

OUMUETPIKOU KAEIOIOU

- H diadikaoia TG KpUTITOypapnong Kai TnNG
QATTOKPUTTTOYPAPNONG cival ypARyopn (MIKPA KAEIDIA)

- 2uoTnuaTa oTTwe 1o AES B6a ptropoucav va avtioTaBouv
o€ €MOL0EIC KBAVTIKWY UTTOAOYIOTWV. ETTITTAEOV PEAETN:
Quantum Cryptography: As Awesome As It Is Pointless,
TOoU Bruce Schneier



https://www.schneier.com/essays/archives/2008/10/quantum_cryptography.html
https://www.schneier.com/essays/archives/2008/10/quantum_cryptography.html
https://www.schneier.com/essays/archives/2008/10/quantum_cryptography.html

MEeIoVEKTNATA KPUTTTOYPAPNONG

OUMUETPIKOU KAEIOIOU

- 2 Xpnotegc — 1 KA&Idi
10 xpnotec — 45 kAc1dia
100 xpnotec — 4.950 kA&1dia (1)
1.000 xpniotec — 499.500 kA&1d1a (!!!)

- MtTopouv n Alice kai o Bob va oguvevvonBouv pe ao@ain
TPOTTO YIO TO TTOI0 KAEIDI B XPNOIUOTIOINOOUV;

"MuoTwko"
kAsLGL

Internet



L
KpuTttitoypapnon OnNUoaiou KAEIOIOU

- NapoucidoTnke yia TTPWTN Popa 10 1976 a1TO TOUG
Whitfield Diffie kai Martin Hellman

Whitfield Diffie Martin Edward Hellman




L
KpuTttitoypapnon OnNUoaiou KAEIOIOU

- H Alice ka1 o Bob dev xpnoipotroiouv 1o id10 KA£1Oi
- KaBe xpnotng £xel OUo KAEI01A |

- 1O1IWTIKO KAEIDI (TTAPAPEVEI KPUPO) z
- Anpoéoio kAe1di (kolvotrolgirtai) =L )

- H Alice BéAgl va oTteilel Eva emall otov Bob

- KpuTtrTtoypa@ei 10 a1TAO KEIPJEVO PE TO ONMOOCIO0 KAEIDI TOU
Bob ka1 OTEAVEI TO KPUTTTOKEIPEVO OTOV BOob

- O Bob atrokputrToypa®ei T0 KQUTTTOKEIPMEVO UE TO
1I01WTIKO KAEIOi TOU Kail dlaadlel To AatTAO KEiNEVO

- O Mario BAETTEI HOVO TO KPUTTTOKEIMEVO
- Anuo@IAf cuotiuarta: RSA, ElGamal k.a.



KpuTrtoypa@naon onuoaiou KAEIOIoU

Alice i
A AnpooLo KAeLbi
Ao Keipevo 200 Bob
ﬂ ‘k

Mario

X &’é} Kpumntokeipevo
‘L\«&H\jl

IS1wTIKO KAELSL AIAO KELpEVO ik

tou Bob



[TAeovEKTAUATA KPUTTITOYPAPNONG
OnNuoaiou KAEI0I0U

- To 1IDIWTIKO KAEIOi Oev XpelaleTal TTOTE va JETADODOEI ] va
QATTOKAAUPOEI

- 2 XpNoteg — 4 KA&idia
10 xpnoteg — 20 kAc1dIa
100 xpnotec — 200 KA£101Q
1.000 xprnotec — 2.000 kA&1d1a (K 499.500)



MelovekTruaTa KPUTITOYypAa@PNnong
OnNuoaiou KAEI0I0U
- BaoIko peioveKTnUa N TaxuTnTa (MEYAAQ KAEIDIA)

- YTrapxouv dnUo@IAgic nEBoDOI KpuTITOyPAPNOoNG
OUMMETPIKOU KAEIDIOU TTOU €ival TTOAU TTIO YPIYOPES



2. UVOPTNOEIC KATOKEPUATIOUOU

- MaBnuaTtikEC ouUVaPTHOEIC

- AéxovTal oTnVv €i0000 £va PAVUMPA Kal TTapAayouv oTnv
£C000 «AAANTTOUPVECIKO»

- H €icodoc¢ £xel auBaipeTo pnEyebOC
- H €Codoc¢ £xel ouykekpIpEvo peyeBoc (11.x. 160 bits)

Elgoboc Efoboc

. ZUvaptnon dcad403e7f6110c1807
>uper Mario > Karakepuatiopol | 15b77df6focs4f12d92

- XpNOIYJOTTOIOUVTAIl KOl OTIC YNPIOKES UTTOYPAWPES
- Anuo@iAeic ouvaptnoeic: MD5, SHA-1, SHA-2 K.Q.



|010TNTEC CUVAPTNOEWV KATAKEPUATIOUOU

- MtTopoupe va uttoAoyiooupe eUKOAQ TNV £€000 Yia
OTTOIAdNTTOTE €i0000

- Aev utTOpOUNE Va Bpouue EUKOAA TNV €i0c0d0 ATTO TNV
£C000

- Agv ptTopoupE va Bpoupe eUKOAA OUO DIQPOPETIKES
£10000UG TTOU divouV TO idI0 ATTOTEAECHA OTNV ££000

- Av aAAdG&el n €icod0¢, TOTE AAAAGlEl KAl N ££000G



=

YneiokeEC uttoypa@eg e

- KaBe xpnotng £xel OUo KAEIO1A
- 101WTIKO KAELIBI (TTAPANEVEI KPUPO)
- Anuoéoio KA&1di (KoivoTrolgitarn)
- H Alice B€Ael va oTeilel éva email otov Bob

- O Bob 6éA¢el va emefaiwaoel 0TI To email avAkel Oviwg
oTtnv Alice

- H Alice utroypageil 1o email pe 10 1801WTIKO KAEIDi TNG KAl
OTEAVEI TO uTTOYEYPAPMEVO emalil oTov Bob

- O Bob xpnoiyoTtrolei 1o dnuooio kKA&Idi Tng Alice yia va
emieBaiwoel 011 To email avikel oviwg otnv Alice

- H uttoypa@n ecapraral amo 10 TTEPIEXOMEVO Tou emall
- Av aAAGEEl TO TTEPIEXOMEVO, TOTE N UTTOYPOPN TTAUEI VA ival €yKupn



L
[Twc¢ uttoypagel n Alice;

[ Juvaptnan dcad403e7f6110c1807
KOTAKEPUOTIOHOU 15b77df6f9c54f12d92

J,-,

Kpumtoypddnon pe 1o
WOwwTKO KAeLSL tnc Alice

O

J,-,

- hQIMAy2kUPOvsEb -
HAQ//TGBIu/CFzF3d [ Emwotvain -

cLs kswfauErgWeWeY7e OTO UivUpaL
b13X0CsOspfElzgH...
YIoysypappevo
HrVUpa

<
-
<
c
=
2




[Twc¢ empBefaiwvel o Bob;

YmoyeypappEvo
HrvVUpa

— hQIMAy2kUPOvsEb *
I HAQ//TGBlu/CFzF3d

kswfauErgWeWeY7e w
. b13X0CsOspfElzgH...
Mrjvupct

Wndrakn vrmoypadn
; Amokpuntoypddnon Ue To
zuvaptmon SnuooLo KAeWSL TN C Alice
KOTOKEPUATITUOU 0
Eivai idia;
dcad4403e7f6110c1807 dcad403e7f6110c1807

15b77df6f9c54f12d92 15b77df6f9c54f12d92
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Niyn 1oTopia Tou GPG

It's personal. It's private.
And it's no one's
business but yours.

- Pretty Good Privacy (PGP)
- Phil Zimmerman, 1991 '
- EmimrAéov peAeéTn: Why | wrote PGP, tou Phil Zimmerman
- [NpoBAnuaTa pe TNV APEPIKAVIKN Alkaloouvn
- NpoBAnuaTa pe Tatevteg (RSA)
- OpenPGP
- AVOIXTO TTPOTUTTO VIO KPUTTTOYPAPNON KAl ATTOKPUTTTOYPAPNoN
OEDOUEVWV — EXETE YEIO TTATEVTOUAEG ©
- GPG
- Werner Koch, 1999
- EAeUBepO Aoyiouikd, evaOAAaKTIK oTo PGP
v+ AkoAouBgi 1o TTpdTUTIO TOU OpPenPGP



https://www.philzimmermann.com/EN/essays/WhyIWrotePGP.html

L
2T10X0I Tou GPG

- MuoTikOTNTO
- ‘EAgyXoc¢ akepaiotntag — [lioTotroinon auBevTikOTNTOC
- Mn ammdpvnon

- INw¢ ToUuC TTETUXAIVEL,

: ‘EAgyxog :

KpuTtrtoypagnon

SR s el Wnelakég uttoypa®éc  WnelokES UTTOYPAPES



MuaoTikOTNTa

- To yAvupa gival akaravonto o€ Katrolov TPITo ($#% @ %)

mu SISO mcf’ﬁn' 2V
\ B P ESHITetae




"EAeyXoC akepaioTnTaC

- MtTopouue va gipaoTe BERaIol OTI TO JAVUPA TTOU AGBaUE
NTaV OVTWG QUTO TTOU OTAABNKE, KAl OXI KATI TTOU
TPOTTOTTOINOE OTN OIA0POWN KATTOI0G KAKOBOUAOG XPNOTNG

Y ¥




L
Mn amrapvnon

- MNapadeiypa: MNwcg ammodeikvuetal 01 0 XapdouReAng
OVTWG TTPOTEIVE TTEPIKOTTI) CUVTACEWYV OTO TTEPIBONTO
email, 0tav apyoTePA aUTOC IOXUPICETAI OTI OEV TTPOTEIVE;
Tnv KoAokuB1a Ba traicoupe TwEA;!

EIFEPYOSENA

4
Vi EEPXOMENA
s # \Q




[TioTOoTTOINON AUBEVTIKOTNTAC

- 'vwpidoupe OTI
- To JAVUA gival akaTavonTo o€ TPITOUG
- To yAvupa Oev £xEl TPOTTOTTOINOEI
- O atrooToA£aC TOU UNVUUOTOC OEV UTTOPEI VA IOXUPIOTEI OTI OEV TO
EO0TEIAE 1N OTI E0TEIAE KATI AANO

- Apa 1O yAVUUA gival auBeVTIKO




L
GPG = Wnoelakec YTroypagec + KpuTrT.
Anuoaiou KAgI0I0U

- H Alice B¢Ael va oteilel eva email otov Bob
- Y1roypa@el 1o emaill pe 10 1I01WTIKO KAEIDI TNG
- Kputrtoypagei pe 10 dnpoaio KA&Idi Tou Bob
- O Bob atrokpuTtrtoypagei Je TO IDIWTIKO KAEIDI TOU

- XpnoigoTtrolgi To dnpoaio KAeIdi Tng Alice yia va
empePaiwacl 011 TO emaill avrkel oviwg otnv Alice

Ta khswdua Kpunmvpa_d}nuwﬂ Ta kAewdua
e Alice email Tou Bob
Anpooio kAedi Anpooio kAebi Anuooto kAedi
¢ Alice tou Bob tou Bob
Alice - - - = Bob
[SuwTkO KAeLdi [SwTkO KAsLOL ISLwTKO KAeLSL
g Alice g Alice Tou Bob




L
[Tou pytropoupe va Bpoupe 10 GPG,;

- Av xpnoigoTtroloupe Linux
- Katd mdoa meavoTnta 10 €xoupe Ndn ©
- Av xpnoiuotroioupe Windows r OS X

- https:/Iwww.gnupq.org/download/index.html
- Kavoupe eykataoTaon

- 'EOTW OTI XpNOIUMOTIOIOUME Linux



https://www.gnupg.org/download/index.html
https://www.gnupg.org/download/index.html
https://www.gnupg.org/download/index.html

L
[Tw¢ dnuioupyouue eva GPG KAEIOI;

- gpg --full-gen-key

- EmA&youpue TUTTO KAEIDIOU
- RSA and RSA (ocuoTtrverar)

- Opioupe pEyeBOC KAEIDIOU
- 4096 bits (cuoTrverar)

- Opiloupe nuepopnVvia ANENG KAgIdIOU
- 1 xpovog (ouoTAveTal)
- AVOVEWVETAI EUKOAQ

« 2UMTTANPWVYOUE TA TTPAYUATIKA UAC OTOIXEIA
- OVOMATETTWVUPO
- Emaill

- Opiloupe passphrase



Passphrase

- “Think about a common phrase that works for you. /t’s

too long to brute force and also make them unlikely to
be in the dictionary.”

— Edward Snowden
- [NpéTrel va 10 BupopaoTe eUKOAQ
- [NpéETrel va gival QUGKOAO va TO JAVTEWEI KATTOIOG

- MNapadeiypa: “d3n.yp@rxei.p3riptwsh.n4.to.vre1s!!”
- MpooTaTtevel TO 1I01IWTIKO KA£IOI

- To 1IDIWTIKO KAEIDi KPUTTTOYPO@EiTAI JE TO passphrase kai
atToBnKeveTal OTOV DIOKO

- Av ¢exaooupue To passphrase, Oev HTTOPOUNME TTIA VO
UTTOYPAPOUHE I} VO ATTOKPUTTTOYPOAPOUME



stavros@aristotle:~ 118x34

T
[stavros@aristotle ~]$ gpg2 --full-gen-key
gpg (GnuPG) 2.1.6; Copyright (C) 2015 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Please select what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
Your selection? 1



stavros@aristotle:~ 118x34

e
[stavros@aristotle ~]$ gpg2 --full-gen-key
gpg (GnuPG) 2.1.6; Copyright (C) 2015 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Please select what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
Your selection? 1
RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048) 4@9d]



q:

Please select what kind of key you want:

(1) RSA and RSA (default)
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
Your selection? 1

RSA keys may be between 1024 and 4096 bits long.

[stavros@aristotle ~]$ gpg2 --full-gen-key
gpg (GnuPG) 2.1.6; Copyright (C) 2015 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

What keysize do you want? (2048) 4096
Requested keysize is 4096 bits

Please specify how long the

key should be valid.

@ = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years

Key is valid for? (0) 1%]




i:F

Eétavros@aristotle ~1% gpg2 --full-gen-key

stavros@aristotle:~ 118x34

gpg (GnuPG) 2.1.6; Copyright (C) 2015 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Please select what kind of key you want:
(1) RSA and RSA (default)

(2) DSA and Elgamal

(3) DSA (sign only)

(4) RSA (sign only)
Your selection? 1

RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048) 4096

Requested keysize is 4096 bits

Please specify how long the key should be valid.
key does not expire

@ =
<n> = key expires
<n>w = key expires
<n>m = key expires
<n>y = key expires

Key is valid for? (0) 1y

Key expires at Tue 05 Jul 2016 ©03:27:29 PM EEST
Is this correct? (y/N) ﬁ]

in
1in
in
1in

(M EVE

n weeks
n months
n years



R stavros@aristotle:~ 118x34

GnuPG needs to construct a user ID to identify your key.

Real name: Alice Drachme
Email address: alice.drachme@gmail.com
Comment:| Deutsche politische Aktivistin |




GnuPG needs to construct a user ID to identify your key.

Real name: Alice Drachme
Email address: alice.drachme@gmail.com
Comment: Deutsche politische Aktivistin
You selected this USER-ID:
"Alice Drachme (Deutsche politische Aktivistin) <alice.drachme@gr

Change (N)ame, (C)omment, (E)mail or (O)kay/(Q)uit? dj

Please enter the passphrase to
protect your new key

Passphrase: |

Quality:

Repeat:




B stavros@aristotle:~
GnuPG needs to construct a user ID to identify your key.

Real name: Alice Drachme
Email address: alice.drachme@gmail.com
Comment: Deutsche politische Aktivistin
You selected this USER-ID:
"Alice Drachme (Deutsche politische Aktivistin) <alice.drachme@gmail.com>

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? 0

We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

gpg: /home/stavros/.gnupg/trustdb.gpg: trustdb created

gpg: key BA8FAQD6 marked as ultimately trusted

gpg: directory '/home/stavros/.gnupg/openpgp-revocs.d’ created

public and secret key created and signed.

gpg: checking the trustdb
gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
gpg: depth: @ valid: 1 signed: @ trust: 0-, @q, on, @m, Of, 1u
gpg: next trustdb check due at 2016-07-05
pub  rsa4096/BA8FAQD6 2015-07-06 [expires: 2016-07-05]
Key fingerprint = 86D8 9990 1EDD 7E95 83AA DQ4C Q04E CF54 BA8F AQ@D6
uid [ultimate] Alice Drachme (Deutsche politische Aktivistin) <alice.drachme@gmail.com>
sub  rsa4096/7AA82DC6 2015-07-06 [expires: 2016-07-05]



gpg:
gpg:
gpg:

/home/stavros/.gnupg/trustdb.gpg: trustdb created
key BA8FA@QD6 marked as ultimately trusted
directory '/home/stavros/.gnupg/openpgp-revocs.d’' created

public and secret key created and signed.

gPg:
gPg:
gpg:
gPg:

pub

uid
sub

checking the trustdb
3 marginal(s) needed, 1 complete(s) needed, PGP trust model
depth: @ valid: 1 signed: @ trust: @-, 9q, 9n, @m, Of, 1u
next trustdb check due at 2016-07-05

rsa4096/BA8FAQD6 2015-07-06 [expires: 2016-07-05]

Key fiingerprint = 86D8 9990 1EDD 7E95 83AA D04C 004E CF54 BASF AQD6

[Gltimate] Alice Drachme (Deutsche politische Aktivistin) <alice.drachme@gmail.com>

rsa4096/7AA82DC6 2015-07-06 [expires: 2016-07-05]



gpg:
gpg:
gpg:

/home/stavros/.gnupg/trustdb.gpg: trustdb created
key BA8FA@QD6 marked as ultimately trusted
directory '/home/stavros/.gnupg/openpgp-revocs.d’' created

public and secret key created and signed.

gPg:
gPg:
gpg:
gPg:

pub

uid
sub

checking the trustdb
3 marginal(s) needed, 1 complete(s) needed, PGP trust model
depth: @ valid: 1 signed: @ trust: @-, 9q, 9n, @m, Of, 1u
next trustdb _check due at 2016-07-05

rsa4096/BA8FAQD6_2015-07-06 [expires: 2016-07-05]

Key fingerpriint = 86D8 9990 1EDD 7E95 83AA D04C 004E CF54 BA8F AQD6

[ultimate] Alice Drachme (Deutsche politische Aktivistin) <alice.drachme@gmail.com>

rsa4096/7AA82DC6 2015-07-06 [expires: 2016-07-05]



gpg:
gpg:
gpg:

/home/stavros/.gnupg/trustdb.gpg: trustdb created
key BA8FA@QD6 marked as ultimately trusted
directory '/home/stavros/.gnupg/openpgp-revocs.d’' created

public and secret key created and signed.

gPg:
gPg:
gpg:
gPg:

pub

uid
sub

checking the trustdb
3 marginal(s) needed, 1 complete(s) needed, PGP trust model
depth: @ valid: 1 signed: @ trust: @-, 9q, 9n, @m, Of, 1u
next trustdb check due at 2016-07-05

rsa4096/BA8FAQD6 2015-07-06 [expires:(2016-07-05]

Key fingerprint = 86D8 9990 1EDD 7E95 83AA /\D04C 004E CF54 BA8F AQD6

[ultimate] Alice Drachme (Deutsche politische Aktivistin) <alice.drachme@gmail.com>

rsa4096/7AA82DC6 2015-07-06 [expires: 2016-p7-05]



gpg:
gpg:
gpg:

/home/stavros/.gnupg/trustdb.gpg: trustdb created
key BA8FA@QD6 marked as ultimately trusted
directory '/home/stavros/.gnupg/openpgp-revocs.d’' created

public and secret key created and signed.

gPg:
gPg:
gpg:
gPg:

pub

uid
sub

checking the trustdb
3 marginal(s) needed, 1 complete(s) needed, PGP trust model
depth: @ valid: 1 signed: @ trust: @-, 9q, 9n, @m, Of, 1u
next trustdb check due at 2016-07-05

rsa4096/BA8FA@OD6 2015-07-06 [exnires: 2016=07-051

Key fingerprint—=_86D8 9990 1EDD 7E95 83AA D04C 004E CF54 BA8F AQD6

[ultimate] Alice Drachme (Deutsche paiitische Aktivistin) <alice.drachme@gmail.com>

rsa4096/7AA82DC6 2015-07-06 [expires: 2016-07-05]



gpg:
gpg:
gpg:

/home/stavros/.gnupg/trustdb.gpg: trustdb created
key BA8FA@QD6 marked as ultimately trusted
directory '/home/stavros/.gnupg/openpgp-revocs.d’' created

public and secret key created and signed.

gPg:
gPg:
gpg:
gPg:

pub

uid
sub

checking the trustdb
3 marginal(s) needed, 1 complete(s) needed, PGP trust model
depth: @ valid: 1 signed: @ trust: @-, 9q, 9n, @m, Of, 1u
next trustdb check due at 2016-07-05

rsa4096/BA8FA@OD6 2015-07-06 [expires: 2016-07-05]

Key fingerprint = 86D8 9990 1EDD 7E95 83AA _DA4C _004F CF54 BA8SF AQD6

[ultimated—Alice Drachme (Deutsche politische Aktivistin) <alice.drachme@gmail.com=

rsa4096/7AA82DC6 2015-07-06 [expires: 2016-0/-¢h]



DuUAaye Ta pouxa ooU va EXEIC TA MIOA

- XAVOUUE TO IDIWTIKO KAEIDI

- 'H pag 10 KAEBouv

- 'H cexvaue 1o passphrase

- Agv UTTApPXEl «O,TI BpéEcel ag kaTedoe» ©

- MeTa TNV dnuioupyia Ttou GPG KA&gId10U, dnNUIOUPYOUUE
QMECWC VA TTICTOTTOINTIKO AVAKANONG

- Av oUuu[3Ei TO KOKO, ONUOCIEUOUUE TO TTIOTOTTOINTIKO
avakAnong

- 'ETOI TTPOEIOOTTOIOUE TOUC AAAOUG XPNOTEC VA UNVv
XPNOIMOTTOIOUV TTAEOV TO OUYKEKPIPEVO KAEIDI yIa va
ETTIKOIVWVOUV padi uag



[Tw¢ dNUIOUPYOUE EVA TTIOTOTTOINTIKO
an K)\r]G ng , AvayvwpIoTIKO

- gpg -a --output bob.asc.revoke --gen-revoke

- ATTOBNKEUOUNE TO TTIOTOTTOINTIKO O€ £€vVA AOPAAEC UECO
- TO EKTUTTWVOUNE (OKOMO KOAUTEPQ)



£ ist
[stavros@aristotle ~]$ gpg -a --output bob.drachma@gmail.com.asc.revoke --gen-revoke F3E27COD

sec rsa4096/F3E27COD 2015-07-06 Bob Drachme <bob.drachme@gmail.com>

Create a revocation certificate for this key? (y/N) ﬁD




B stavro

[stavros@aristotle ~]$ gpg -a --output bob.drachma@gmail.com.asc.revoke --gen-revoke F3E27COD
sec rsa4096/F3E27COD 2015-07-06 Bob Drachme <bob.drachme@gmail.com>

Create a revocation certificate for this key? (y/N) y
Please select the reason for the revocation:

@ = No reason specified

1 = Key has been compromised
2 = Key 1s superseded

3 = Key is no longer used

Q = Cancel

(Probably you want to select 1 here)
Your decision?



B stavro

[stavros@aristotle ~]$ gpg -a --output bob.drachma@gmail.com.asc.revoke --gen-revoke F3E27COD
sec rsa4096/F3E27COD 2015-07-06 Bob Drachme <bob.drachme@gmail.com>

Create a revocation certificate for this key? (y/N) y
Please select the reason for the revocation:

@ = No reason specified

1 = Key has been compromised
2 = Key 1s superseded

3 = Key is no longer used

Q = Cancel

(Probably you want to select 1 here)

Your decision? 9

Enter an optional description; end it with an empty line:
>

Reason for revocation: No reason specified

(No description given

Is this okay? (y/N)



R stavros@aristotle:~ 118x34

fstavros@aristotle ~]$ gpg -a --output bob.drachma@gmail.com.asc.revoke --gen-revoke F3E27C0D
sec rsa4096/F3E27COD 2015-07-06 Bob Drachme <bob.drachme@gmail.com>

Create a revocation certificate for this key? (y/N) y
Please select the reason for the revocation:

@ = No reason specified
1 = Key has been compromised
2 = Key is superseded
3 = Key is no longer used
Q = Cancel
(Probably you want to select 1 here)

Your decision? 0 Eleand n.or 1 pRasiovs fo B e ORSIROR Sadther:
Enter an optional description; end it wi : '

-

Reason for revocation: No reason specifi
(No description given

Is this okay? (y/N)

F‘assphrase' R R

& Cancel




HE' Stav SLot
[stavros@aristotle ~]$ gpg -a --output bob.drachma@gmail.com.asc.revoke --gen-revoke F3E27COD

sec rsa4096/F3E27COD 2015-07-06 Bob Drachme <bob.drachme@gmail.com>

Create a revocation certificate for this key? (y/N) y
Please select the reason for the revocation:
@ = No reason specified
1 = Key has been compromised
2 = Key 1s superseded
3 = Key is no longer used
Q = Cancel
(Probably you want to select 1 here)
Your decision? 9
Enter an optional description; end it with an empty line:
>
Reason for revocation: No reason specified
(No description given)
Is this okay? (y/N) y
Revocation certificate created.

Please move it to a medium which you can hide away; if Mallory gets

access to this certificate he can use it to make your key unusable.

It is smart to print this certificate and store it away, just in case

your media become unreadable. But have some caution: The print system of
your machine might store the data and make it available to others!



HE' stavro
[stavros@aristotle ~7$ cat bob.drachma@gmail.com.asc.revoke

Version: GnuPG v2
Comment: This is a revocation certificate

1QIfBCABCAAJBQJVnAxnAh@AAAoJEIhbmDbz4nwN+1kQAJRCzkOo4LvKnKeh/k8+
wouoY6rqRrwUks2mx94cRgVTipIrVx12YC8uF5nypsF6/d4gwGRcIViKf5Ge73+7
ExXwG8tKHWacmhLmRZmYuHyFulLvKhsVxe9+KX5RN6B22Mp/hBtjYJInyvJIK1quXr3
dCG42pmpfizIMS8qxzGBIXsPsXDE97¢cV72V2G1SBHE67M3uf2vr3K/UwhVgFdunJ7
H9aiEkVBF1Sx5Yu41Vdrwlhgz7zZvmXzKUnrxGCS9fo4/NgdIHA7f 1DWCALA4dsL
Yo2FgBv6sIW+b2Jiw5TL26Ytz6nM613L6FEZYFBZMmXhQ0i0hn92dB4FgVR5X41S
HRefCE4Beh@CwshNLGI3sIuTerzpfkSaLhLIbr4+HHosMsj5YyNIbG7SNIGE jB2S
CfFvQ3VnDs7nCeIW9s27JaphUPGIzL1P0j6sORFUGXGNwVVQ+UZcp7WZDxegTTV3
GserfBVx4JwdJSRVFynCxDz6yTGx+40PMb86HLI/92gF2x2mDaqr2vk43UvzcqxD
BGozio/yqJijKPRtkaZyA407R6K6X1uGgcdnekxVh8r6AGKHpyd1DnssDkuoiot7
BNYRINMvqlrvde3qJvc2WIzYeXING1orn1uoK@NRYHTLsSn12mad6pQ@Z2AD6dv1
XaiCKSC+/ELmZfzi0gR+N1uP

=1XpY

----- END PGP PUBLIC KEY BLOCK-----

[stavros@aristotle ~]$ ||



111111l .
[1wg ecayoule TO ONPOOIO KAEIDI JAG;

- gpg --armor --export alice.drachme@qgmail.com
- EpavileTal oTnv 006vn
- 2€ JOP®N KaTavonTh atrd Tov AvOpwIro

- gpg --armor --export alice.drachme@qgmail.com > key.gpg
- ATT0ONKEUETAI OE APXEIO



mailto:alice.drachme@gmail.com
mailto:alice.drachme@gmail.com

[stavros@aristotle ~1% eneg --armor -—-export _alice drachme®email  com
----- BEGIMN PGP PUBLIC KEY BLOCK-----
Version: GnuPG w2

mQINBFWa7TgBEACL/KYVQ@4fcgnX9Kk/ /und+PwmclU211ae9T226YxNxUApIMGME
1cWopghZukFHAxbxW1 sDUKEx 2Ty SVorWubcbAB j 2qIlpLwvwObcwRD21iaZWAdfMgP
DIUGTN@TLrWnT8F3GLcS8jFETIPWoACZd2EKLrrDpUWpyr fLSrSydWfawkxxiReN
wkVe3lGYABSemjh3UvzKtSEAT2Z2C1hfizdysMKj+F /9eQfSXiS/P2gME2ul j1vu7B
hLsFVwf1wB6cIcExuApgWm2qcHACENOWKDDN TulG4Xywl1 2T jt1¥bn1KXrgkdtYet
1vS5TDfHx@cgxYjLleChMHKWnm1 /S117kg411d02k7xj9LdGDhpgxVeup2+QPUPWR
CelloxyUvDBR/XWnogdiwSWG0xdjtogrfeNylgnc4+celSokmhk50DpHBhS+ApAT
tMrzwB1pdgxWPUTabnlzpWUmgus TwVafHMAhuF TxaUnUHOP1iFc5z SXyuwF@YKaHI
NQIzLa@dESEsJ9q4Gy 2 BYxKvtBRowPvqoCqiwlekVx XMz YDOM/ yvYxzSRNRHBge y
ZWRLSqDk tOw4F ApgV/OFHgQEyAMmeCbdpOAbvvwlUF xNg395E/eD1ublagfQX7VAKSE
MSsBgIwD3TINGZfZR+saQbSnThhPFLg8et jY7@+3E3ZL 8@ tEBea+pN/OpwwARAQAB
tCNChb2IgRHIhY2htZSABYmIiLlmRyYWMNobWVAZ2ThaWwuY29tPokCPQOTAQgATWUC
VZrtOAIbAWUTAEZgAULCQgHAEYVCAKKCWIEFgIDAQIeAQI XgAAKCRCIWSg28+T8
DXmBD/9E9TKKtTZyf1545UPgT74QILG2wgLD151p/bFcej7i3ZkxwkgleHBCwaek
ORS7Hya4ZFenhHHj+YWEXLACc2mSREKVE8sOHrF JATVLPMPSTx 2MDh /' mj 20K Sw3RMn
rcshaqGndveRieWkSeeFBgq3bokKIgmHhZeBel SSEEPhGICwWIhrEpFQBAFcTIZtx] j
fPWXBd1@hY3i4s09gnhCE8n8DLEP@reiCO4Xy IVIULLWIBKBGCcTULHe jdArRIJowb4
aBgrmggde jcHHPSQWGT/ rQuMCH/ViRcLQeXZgMoPHe 9 3cMGML Jc7Ugx Ve IbIFIVT
dUwWBB25ZBZDQIrL++1tNf9Z90HKLNISQ/ tQ3VE jUu25koficlz j9xCST /VCX+IUXE
JEWATO/ 4u9HGwWx 1 V450K FeNWrobkF7xGbhy9ibs+IL TUBOv@zRgFs4@+T1lrGKFgg
PZe@SIHIdQI ImoPOWZS5X4aWsIZNaHTyuaVVCg64kzQh3yIKTY jebulxti9KcZAZ
zwE TpkSKVzRKE882g11HUTI j+0rOmlUfKMchrQiu3Ro7tvimR2EqIWarKte6TurULIE
IWN1gfb6FAMMHZL 9y rIJsdh/UQmTwVWF T259Y8ezPSdoxHvoviVzX9sT4mGxikeG
TOetaQuPOSXg7YUG+FQUNEMEI3UmFkrzazWAggiOozZ8VeNFUTKCDQRVmMUB4ARAA
mFpXilTigZGUFr4omVm/LX1ljsj4XwEgSbyCLne/1BFdLxYw21932NUrzxZXd+thsG
VCEQSIKGFEIS tXwd2ERwqoZT43LwCHNIt9LYphnRRYzTrM260d9B4al joHRZ1 3Mkw
oPkbINBSWOmufCFLYKYR09B1EJDHgQO@3iL /MZcI9TS+REFFERQYMSE7 IUSNMT Tvh
sa+SvEXchbB/2RXOFZTRL jw2rtrn1hTGa3Hibon8XLcCQedSkjhILBS1SEBFo3ulx
an9IndkuyvdBUZsxxD7r3T2mLuYz 10270+ 7buHHGK gpK 7TRCFabz4Bx/6qfveaxr8h
ZasRawDvwzxsWNTh7SqrVNEbBWD+r@hpNiNBzknuSk4PvwhIygIf fRgl4mI+zJ@2 j
k++CA1sxRSGNEKPYKBAESxrmzxFP2aN2DoRN44ngs2kv1Z5NisPi2gac+OIWHm+A
8x82VI/vPWDHKDWXU jNg4E6DPCcdI ImHCHZc9CTet ThTENIDWHMYUBFsT4q7 JTMvrz
2720141y j39dvBH3IrmXnjgSBrvUZYSsOBTHNXP2TXFHIT2seiB9%eCS0K leXwoSi28H
Am9rtgJImBcAUKH1QRgzzOPE+RE4Z9AcaXagObKTrawdZ6/GGIQyVATExZ53HaMR
TigVMWEEuXQIUWWZDEN TrOowRrLU4xm/I tQ+HbIVDRTBAEQEAAYKCTQOQYAQgADWUC
VZrtOAIbDAUTAcEzgAAKCRCIWSg28+T80DbxmD/9EwEt@XhnIk3BEYEMTLWwBSniyL
AUek sM/GMmk4dwrvwI4xneilYhB4XWaDvev8j1Tk/hgHgqiIg4VL 2h2c JwFGMeMrt
AX9Q4AdsZ2BG137aFR4ASFLRFChZQESHT CvW+0Z5tyShd2tKY rGSBQINvRDuzsDkI
9/ BRE6zWUFP3A/Q4rSLpAvSC/4I0812TPsG50tmwOwS1gEK S/ 1s52VkvoCQ1i31Xgl
LhKNHBIKDTrdHtByke2dixaRuXzcpTho4dIAB/z/DIFiR+0Q8461165qzCEQ@s42
L/cK9e5+IBNI4K17CrveHGYLoy4gfQbOKgCXRES9INQyIENEpkzalrtjrJ6SKpes
IyHSFXXhtjTCkgm4tbmcCTW1dIfmzL fWGNcOSMEBfE6iVvHop/US+EKNNxwORFiS1K
OJhFIFoBEDWYQpp2g/FharXPy/EBygB8B8I7G4/ wlgomnChiKYmla+@ZX8diJpczy6
LV4gDHbZ8X5eEB52ikPDul Po+72z jq7DwvdVP9cgMtMSmgl FYNEUwk Tg0vLbXgz1U
b/BNN/UZUCKvir /oSZRp7IQUZGATL26xKgRT / TNCcOWWxXTSWX1omO1 zRMBynGagf
WRW12yFZbcfpzOKfRevahGlAZBWYWNwWL tuZvEZUVTEpnnx/ql2@Q2eb1 rE03DXGL
TrBEDSb+3E2PB7ulCg==

=WGle



[Tw¢ elocayoupe eva ONUOCIO KAEIDI;

- gpg --import
- Kadvoupe emIKOAANON TO ONUOOI0 KAEIDI
- MNataue Enter kai yeta Ctrl + D

- gpg --import key.gpg

- Elcaywyn atroé apxeio



AR :
[1Twg PAETTOUPE TA KAEIDIQ;

- gpg --list-keys

- OAa ta dnudoia KAeIdId

- gpg --list-keys bob.drachme@gmail.com
- Anpoaoia KAEIOIA JE TO OUYKEKPIUEVO emall

- gpg --list-keys Bob Drachme
- Anpooia KAEIOIA JE TO OUYKEKPIUEVO Ovoua

- gpg --list-secret-keys
- AnUOooIa KAEIDIA yIa TA OTTOI £XOUME TA AVTIOTOIXA IOIWTIKA


mailto:bob.drachme@gmail.com

H
[stavros@aristotle ~]$ gpg --list-keys

/home/stavros/.gnupg/pubring.kbx

pub
uid
sub

pub
uid
sub

pub
uid
sub
pub
uid
sub

rsa4096/BA8FAQDE 2015-07-06 [expires: 2016-07-05]
[ultimate] Alice Drachme (Deutsche politische Aktivistin) <alice.drachme@gmail.com>
rsa4096/7AA82DC6 2015-07-06 [expires: 2016-07-05]

rsa4096/F3E27COD 2015-07-06 [expires: 2016-07-05]
[ unknown] Bob Drachme <bob.drachme@gmail.com>
rsa4096/5567D432 2015-07-06 [expires: 2016-07-05]

rsa4096/EDACEA67 2013-09-06
[ unknown] schneier <schneier@schneier.com>
rsa4096/D7B630DF 2013-09-06

rsa4096/B8DEOB54 2015-07-07 [expires: 2016-07-06]
[ unknown] Stavros Mekesis <smekesis@csd.auth.gr>
rsa4096/42D863F7 2015-07-07 [expires: 2016-07-06]




L
[ToU OnuoaIEUOUE TO ONUOOIO KAEIOI JAG;

- 2TNV TTPOCWTTIKI MOC I0TOOEAIDQ
- 270 Facebook

CONTACT INFORMATION

Email alice.drachme@gmail.com
1 email hidden from Timeline

Facebaook http: / /facebook.comfalicedrachme
B60E 9990 1EDD TESS B3AA
D04C 004E CF54 BABF ADDG

- 2€ €vav key server
- O1TOUdNTTOTE

FGF Fublic Key




Key server

- DiIAocevei dnuoaia KAeIdIA
- Mtropoupe va aveBAacoupe TO KAEIDI JAC OE QUTOV
- Mtropouue va avalntrijooupe KAEIOIA
- Mg Bdon Ta TTPOCWTTIKA OTOIXEIO (OVOUATETTWVUPO, email)
- Mg Bdon 1o avayvwpioTiko Tou KA&IdI0U (11.X. OXBABFAODG)
- MtTopoupe va katefacoupue KAEIDIA
- Anuo@iAcic key servers
- MIT PGP Key Server — https://pgp.mit.edu

- PGP Global Directory — https://keyserver.pgp.com
- SKS Key Server Pool — https://sks-keyservers.net



https://pgp.mit.edu/
https://pgp.mit.edu/
https://keyserver.pgp.com/
https://keyserver.pgp.com/
https://keyserver.pgp.com/
https://sks-keyservers.net/
https://sks-keyservers.net/
https://sks-keyservers.net/
https://sks-keyservers.net/
https://sks-keyservers.net/

€ - C & https//pgp.mitedu

MIT PGP Public Key Server

Help: Extracting kevs / Submitting kevs / Email interface / About this server / FAQ
Related Info: Information about PGP /

Extract a key

Search String: | | | Do the search!

Index: ® Verbose Index: ©
[ Show PGP fingerprints for keys

) Only return exact matches

Submit a key

Enter ASCII-armored PGP key here:

| Clear || Submit this key to the keyserver!

Remove a key

Search String: | || Remove the key! |

Please send bug reports or problem reporis to =bug- = only after reading our FAQ.




[Tw¢ avePadoupe To ONUOCIO KAEIDI UAC
OTOV key Server, AvayvwpIoTIKO

- gpg --keyserver pgp.mit.edu --send-key@SFA@@

€ - C 8 https://pgp.mitedu/pks/lookup?search=Alice+Drachme&op=index&fingerprint=on

Search results for 'drachme alice'

Type bits/keyID Date User ID

pub 4236R/BASFARDE 2815-87-06 Alice Drachme (Deutsche politische Aktivistin) <alice.drachme@gmail.com:
Fingerprint=86D8 9992 1EDD 7E9S 53AA De4C 984E CF54 BASF ARDS




L
[Mwc¢ kKareadoupe Eva dNUOOIOo KAEIDI ATTO
TOV key server;

€ - C | 8 https://pgp.mit.edu/pks/lookup?search=Bob+Drachme&op=index

Search results for 'drachme bob'

Type bits/keyID Date User ID

pub 4896R/F3EZTCA0 2815-87-86 Bob Drachme <bob.drachmefigmail . com:

- gpg --keyserver pgp.mit.edu --recv-keys



[TwWC KPUTTTOYPAPOUME VA UNVUUQ;

- Katealoupue / eicayoupe TTpwTa TO ONPOCIO KAEIDI TOU
TTAPOAANTTTN, AV OEV TO EXOUUE

- gpg -a --encrypt --recipient bob.drachme@gmail.com
- ['pagoupe 10 pRVUPO

- «ETTiBeon pe kopeti otnv EKT 9 louAiou 2015»
- MNataue Enter kol yeta Ctrl + D

- EpgavileTal To KpuTITOYPAPNMEVO NAVUUA



mailto:bob.drachme@gmail.com

H stavros@aristotle:~ 118x34
[stavros@aristotle ~]$ gpg -a --encrypt --recipient bob.drachme@gmail.com
EniBeon pe koppeti otnv EKT 9 IouAiov 2015

————— BEGIN PGP MESSAGE-----

Version: GnuPG v2

hQIMA+xawZxVZ9QyAQ//dYPciPgME1ymJ39fp3zCUm5i4nyo2k 1LRRCLHgWVINXK
qrB/M72nvwinrPYmr@ZAaN72B@5LXDt18B7Jus83B2mHx@198D7pkmmdE97hVuaZ
YJLOocvpIuzWF6B8zJfN4KHQmcdV2YW/P2uVnzxUC8p6hFC29mxpKWxZQTFIQIzD
tXfGeaK02tgF9apmb@tx9KoTnihelLb/qELWET1Q7ZF JsSTHWKr8/JFDnVovIspswlS
PDjXW/jch51GDIhINXGU4z0b3j11Y8TU3GYSSVYDbE/VUmLchcPnngJ1CdIxzPtIu
B69zDf2L0e4r/yf5CDy2Nro8wCH6irjCpxQ/1Sgu2D+KWea2NBWwSLSjI5gPAIZu
Vn3H3RGpy4Nf/VSqxW5c5MOKvq87zE7VZfpGzXp7Panb9R/0AW081¢cS423KjYjZa
tu68Jaic2hnobgmj8nwrs2eqcFwlzQyrkZN/IMxChA6nGt iNKVHWoM6OLU3jyl/v
GKChzv1rtMCvbP08glEel twp608sAhPsLyVkQZ@IUX20wM19fCOHORyU+aoWsnim
e51BM1wxMApQXad7Gm2Rr92X+sCZfUuymOEZz+yGw5/B50I Ja1pAxBnIRV20smL4]
pxvGTL7fckKeMtLUoGHZz5FWeHbPm5zpP111ZGUb3TtRZeh04P211WIyRrIVM13S
hAELuwJ t8vKf9fYbrD/7niiFd1ecmqlfTZxFO2D1dQo0A0Tgw4HIH1JIbRLZGRNXg
d1tne7r7yVC83KHF jh5FnUDA+RD7ZCND7MZ8bKepMJ274hKQUVeASZtKo/ jPzHpi
IWuhaD9bVNTNkHc+2P9GtTgshoCZ5gICVK6CPYyyxuCxBlH8rCA==

=C6Ho



[TWC ATTOKPUTITOYPAPOUE EVA UNVUUQ;

* gpg --decrypt

- Kavoupeg €TTIKOAANGCN TO KPUTITOYPO@PNUEVO UAVUNA
- MNataue Enter kai yeta Ctrl + D

- Ep@avideTal TO ATTOKPUTITOYPA@PNUEVO HAVUHA



[TwC UTTOYPAPOUNE EVA UNVUUQ;

- gpg --clearsign
- 'papoupe 10 pRVUPa

- «ETTiBeon pe kopeTi otnv EKT 9 louAiou 2015»
- MNartaue Enter kol yeta Ctrl + D

- Ep@avileTal TO UTTOYEYPAUMEVO HAVUMA



H stavros@aristotle:~ 118x34
[stavros@aristotle ~]$ gpg --clearsign

EniBeon pe koupetl otnv EKT 9 TouAilov 2015

————— BEGIN PGP SIGNED MESSAGE-----

Hash: SHA256

EniBeon pe koppetil otnv EKT 9 IovAiov 2015
————— BEGIN PGP SIGNATURE-----
Version: GnuPG v?2

1QIcBAEBCAAGBQJVmxS7AA0JEIhbmDbz4nwNnP4P/0fSa/zGbsFkuzjm6790Nc3z
1ripzZ2b7Q010m89e1ntnSYMsTGKzHg3IyVBQmPxZwnhEtUgUgl6frmEhORiHPI3u
SMVwtK8TsMF3ueGd9Uz1PqlG+AONNfgAu7RH8fn0jVp7pMhsYd617WgzWRpNXhkNf
yab73m5N+Mk16A1 jvdDG5B+jRf6iKIMIvawE jJ8tXaN1iQLnHAWrzwTm9F 7bNXue
HE1e8IfcUQQy8Fg9y6Rf50qtbmYSmvxh9enQc7vCvEMTfqzofEjxch3GI9R25ZTNk
vQ9zxcXqjNPdJTOPkO1pcSzVox+sqfrbGHHA1 3xFXnXzfHO200H+16/AqfBiJFpn
fefmygdSp9u+jpjsLeThO@khtHW4IOWTUB2ryHAdW1BZJh26xgmDQ5f/VagxdyvwyT
kMzZHoeU+y+Dqt7uwV8K+1cxL2YxhXYPaar1Pqg@ZApKYU4yhDOAGFc6cXJS3CHk
GOT70N1ggglLY7bEvm7z5+PQ5HPBDH+unvjI/IohtkObLwGYcODh1yilCDCimE321
FO4b0VziGpqrsBE2Sesmpf++BQ1bVorEghJzJhi/xUN/5YQr/@WKAMcxT/8+4YAT
gw4tTbSFAXKOVPBHfFOY+orRiy8DI+c/jd3s96vvFCiFIxvXjetTLpfFuzsWN5bl
xWOYkbV@ZgP2tm6fn13w

=EKDb



L
[Tw¢ eTIRERaIWVOUNE OTI N UTTOYPAPN
gival Eykupn;

- Kateadloupue / eicayoupe TTpwTa TO ONMOCIO KAEIDI TOU
QTTOOTOAEQ, AV OEV TO £XOUME

- gpg --verify
- Kavoupe €TIKOAANON TO UTTOYEYPAUUEVO NAVUNA
- MNartaue Enter ko yeta Ctrl + D

- Av gpgavioTei To yAvupa “Good signature from...”, T10T€ N
uTToYpPO@N €ival EykKupn



L
[TpOBANua

- 210 GPG ¢ioai 0,11 dnAwoeig”
— O Toapouxng rou GPG

- O Mario 1oxupiletal OTI €ival o Bob

- Anuioupyei Eva YeuTiko GPG KAEIOI JE T TTPOCWTTIKA
oToIXEia Tou Bob

- Ave3adel To dnuoaoio KA€Idi Tou oTov key server tou MIT
- H Alice katealel auTto 10 KA€IDI

- Nopicel o1 eTTiIKOIVWVEI JE TOV Bob, evw otnv
TTPAYMATIKOTNTA ETTIKOIVWVEI HE TOV Mario



[DE]@(D(EHB@EHM

INA @;u 'f\ﬂzaf

Nnox MINOPO NA EMIE

-
<

[

AL




L
Mia Auon

- EmBeBaiwvoupe OTI TO KAEIOI avKeEl OVTWC OTO ATOUO OTO
OTTOIO AvVaPEPETAI

- Mg TTpoOWTTIK) ouvavTnon

- EAEyxoUlE av TO OVOUATETTWVUUO TOU OTO KAEIDI Eival
TTPAYHATIKO

- EAEyxoupue av Tou avrikel To email Tou KAEId10U

- EAgyxoupe av To avayvwpIioTIKO KAl TO ATTOTUTTWA TOU
KAEIOIOU €ival OVTWC AQUTA TToU IoXUpIZeTal

- Av OAa gival eviagel, UTTOYPAPOUME TO KAEIDI

- ANMOCIEUOUNE TNV UTTOYPO®N

- H uttoypacr) TIOTOTTOIEI OTI TO KAEIDI QVNKEI OTOV
PEPOPEVO WG IDIOKTNTN TOU (EUTTIOTOOUVN)



[TwWC eAEyXOUUE Eva KAEIOI;
- gpg --fingerprin



E
[stavros@aristotle ~1$ gpg --fingerprint F3E27CQD
pub  rsa4096/F3E27CAD 2015-07-06 [expires: 2016-07-05]

Key fingerprint = 7E7B 83DA BC@3 DA92 E368 E94A 885B 9836 F3E2 7C@D
uid [ unknown] Bob Drachme <bob.drachme@gmail.com>
sub  rsa4096/5567D432 2015-07-06 [expires: 2016-07-05]

stavros@aristotle:~ 118x34

[stavros@aristotle ~]$ D



E
[stavros@aristotle ~1$ gpg --fingerprint F3E27CQD
pub  rsa4096/F3E27COD 2015-07-06 [expires: 2016-07-05]

Key fingerprint =|7E7B 83DA BC@3 DA92 E368 E94A 885B 9836 F3E2 7C@D
uid [ unknown] Bob Drachme <bob.drachme@gmail.com>
sub  rsa4096/5567D432 2015-07-06 [expires: 2016-07-05]

stavros@aristotle:~ 118x34

[stavros@aristotle ~]$ D



E
[stavros@aristotle ~1$ gpg --fingerprint F3E27CQD
pub  rsa4096/F3E27COD 2015-07-06 [expires: 2016-07-05]

Key fingerprint = 7E7B 83DA BC@3 DA92 E368 FE94A 885B 9836 F3E2 7C@D
uid [ unknown] |Bob Drachme <bob.drachme@gmail.com>
sub  rsa4096/5567D432 2015-07-06 [expires: 2016-07-05]

stavros@aristotle:~ 118x34

[stavros@aristotle ~]$ D



[TwC UTTOYPAPOUE EVa KAEIOI;

- gpg --sign-keyE3E27COD)

- @a pag ¢nTnB¢i 10 passphrase



[1wg ONUOCIEUOUE TNV UTTOYPAPN;

- gpg --keyserver pgp.mit.edu --send-key

€ - C' B https://pgp.mit.edu/pks/lookup?op=vindex&search=0x885B9836F3E27C0D

Search results for '0x885b9836f3e27c0d'

Type bits/keyID cr. time  exp time  key expir

pub 4896R/FIE2T7CO0 2815-87-06

uid Bob Drachme <bob.drachme@gmail.com:

sig _sigi E3E27COD 2Pl G7-PF 2005 p7-05 [ealfciz]
sig sig BABFABDG 2015-87-08 Alice Drachme <alice.drachmefigmail.com:

sub 4895R/55670432 2815-87-05

sig sbhind F3E27CO0 2015-87-06 2016-27-85 []

YTtroypa@r Tng Alice oTo
KA€IOi TOU Bob



AMN AUon
- KukAog EpmrioTeuTikoTnTag (Web of Trust)

- 'EVAC KATAVEUNMEVOGS IOTOG CEXWPICTWY OVTOTHTWYV
- 2TNPICETAl OTNV EUTTICTOOUVN AVANECO OTOUG XPNOTES

- H atrokEvTpwaon oTo PEYAAEIO TNG

Politically. the hierarchical PKI is a military-inspired structure, with a central chain of command: while the
WoT is an anarchist hippy utopia in which trust emerges semi-madgically from the assembled people (or

the mob, from another point of view).
answered Jun 1814 at 14:54

share improve this answer
Thomas Pornin
177k @27 © 380 @ 591

http://security.stackexchange.com/questions/61360/what-is-the-web-of-trust



KUKAOC EUTTIOTEUTIKOTNTOC

- H Alice gutTioTeUETAI TOV 2TAUPO
- I'vwpilel o011 TO KA€IOi TOU 2TAUPOU Eival AUBEVTIKO
- ‘Exel uttoypawel 1o ONPOCIo KAEIDI TOU 2ZTaUpPOU

- O ZTaupog euTtTioTEVETAI TOV BOb
- I'vwpilel 611 To KA€IOi TOU Bob gival auBevTIKO
- ‘Exel uttoypawel 1o dnNUooio KA€Idi Tou Bob

- H Alice gutTioTeUETAI TOV 2TAUPO KAI O 2TAUPOG
eUTTIOTEVUETAI TOV BOb

- TeAIka n Alice gutrioTeveTal Tov Bob

- OoecC TTEPIOOOTEPEC UTTOYPAPEC EXEI EVA KAEIDI, TOOO
LMEYAAUTEPN €ival n TBavoTNTA Va €ival AUBEVTIKO (ME TNV
TTPOUTTOBE0N OTI Ol UTTOYPAPEG €ival AUBEVTIKEQ)



Web of Trust




L
Key signing party




Thunderbird kai Enigmaill

- KaAo 10 TeppaTikG, aAAa Kai To GUI €xel Tnv OIKI TOU Xapn
©

- Kavouue eykataotaon 1o Thunderbird
- https://www.mozilla.org/en-US/thunderbird/download

- Kavoupe eykataotaon 1o add-on Enigmail
- https://www.enigmail.net/home/index.php
- PuBpuidoupue to Enigmail
- https://www.enigmail.net/documentation/quickstart.php

- AG OOUE PEPIKEC EIKOVEC ATTO TO TTPOYPAUMA...


https://www.mozilla.org/en-US/thunderbird/download
https://www.mozilla.org/en-US/thunderbird/download
https://www.mozilla.org/en-US/thunderbird/download
https://www.enigmail.net/home/index.php
https://www.enigmail.net/home/index.php
https://www.enigmail.net/documentation/quickstart.php
https://www.enigmail.net/documentation/quickstart.php

Fle Edit View Keyserver Generate

Search for: Q‘ Display All Keys by Default
Name v KeylD il
b Alice Drachme <alice,drachme@gmail.com> D312EE93
P Bob Drachme <hob.drachme@gmail.comz F3E27C0D
b schneier <schneier@schneier.coms 1 FDACEART
BBDEOBSS

b Stavros Mekesis <smekesis@csd.auth.gr=

To dNUOOIo KAEIDI
TOoU Bob




File Edit Wiew Options

ﬂEend

Enigmail:

Enigrmail Tools Help

B speliing v (& Attach v [FsMME v | save v

e

5

7

@ Attach My Public Key

This message will be signed and encrypted

From: Alice Drachme <alice.drachme@gmail.com=

To:

Subject:

YOLO

bob.drachme@gmail.com

Enifean pe koppeti otnv EKT 9 IovAilov 2015

T ypdaoel n Alice

Please enter the passphrase to unlock the OpenPGP secret key:
"Alice Drachme <alice.drachme@gmail.com="

4096-hit RSA kE}"; ID D312EES3,
created 2015-07-08.

Passphrase; |

‘. ﬁgancel | ‘ -@QI{ |




Gmail ~ — (1] (] B2 L More
| cowrose IR TR
Inbox (3) Alice Drachme <alice.drachme@gmail.com=
Starred to me |=
e BEGIN PGP MESSAGE-----
Sent Mail Charset: utf-8
Drafts Yersion: GnuPG v2
More - hQIMA+xawlxVI3 Ay ALQHdDE2Y RHHPFPDE+VrEzYEmC4k3FH2GtEBs YaXVWLdwzaVgd

nXpMmAsicOFLOMNpEWbnJlawt G4 oglGxideRi7 G15dLI2qKEKH)OMAwEhpricF Xy EX
VBT WTvajtslbao3hWVIUEpLORKhP3bdFD3pgMRrPixBugom+sh+HPkdb27 DEf
..“,B':'h Q zJBgsQERwy11a2/aCq0JHkagbkRXTCuEYhLC ZdVB7F WEhe UROyByFoEmDJXsv/ VIV
7ThCcDDyRFPSXbeXgyl+H58nMNE0vMKIiaSoP Y gRXOMNhupabxHINP +38fMIMGEIXS S
HOtdYORIbPYwYDOAPKSGsDCg EHsEnBCTQSMILUO3 +rrRmd hZk HZJEMGimyu 55
+HHP WK aRAY zCaJspCrWSLYSBICIdMXF 1 /B8R alR3IASLwMNY vhy Z3h W W Jw/Z
uTHV] S zors1I3MchTYINmweB0kic SLgwaMQffwlJzvgntzCpaGreaAJ)2DbwhREE
Bi7 28vUJY2Z000BKOomREEW s x93gF5 Y J8cVo StXoP by P/IMmY usuDMMN7OMNPeGgpd g5
, , kdmprSGhWVoAgBgkKRQPLXuxnlOHu3gOjlieEwvl+2x52mBmS0hFSxvMfvihuz N1 z2w
T| B)\£'|T£| KGT[O'OQ lifmrfyz4XBgRohxMwBSF c2EZB G4 2WLy QA7 kEW3+5I7hDiyHtsPEILzrkcavHEF
AgwDW/tIUNEROBD/OY xdHaX WY jpMepOFvAhPhF Ctwav Y ITILSp Z0kXGh U gWgd O
Tpl'Tog iYDkB3fjghAdla3alhiicSjx9AqkrHQBOdnmEKBs QQvkrQxSTpgt1 QocYalP7bKIP
Jjd1a9kBSkpMZswucquk Gqu3s7 xusb0b0GtHSU+gLCOnBWbgMNxDfliszdfm nef
kpxCWvgh/SefB2ZU+usl18/gOHAerCoz9ZpHC pMNh7 Ado/J1 K Cd0DAgOREDR/ TR/RI
Gelud7 QCZmOJgrokr T OIS IINP Qnf93ngwy UMREF QaCord AR aBRaseDMzbvfo
bZXETTgezvl6fR+HVCEXhQhNV O yuckk Y JBJ2SPzWVIMNx9WGHKkp ASHeqAZ giDEkmG
0555JzGE3UdCshE1MQCrgvavd dQ ey GihodvfBagqlhqdDagahClcRsANIHzZD
PkBrbjoOMTpXyPthfusmSEESH+pMquvB23mioRXY cvN3uhPbxBJOVOF Dy GrardT
mE7BUDMEExIHW|sUY euSifLvF 2pWE|Cay SHEg3BzGsbMNbhOkdb47bMgP cOSh
1MiovF kP/pCt2)/CWaArHU TwWpeqhkkdzWkBpTHN+Y aBDihR3dL3Cs1XP7 rkWeGO3
TTeEMGoHx 1Y UpSbqpdXyOcsBwwuiF Q6 /ZGeFWGzyzx93caPADSoAIdS UMIIKEF
AUBMxLRXEnINUJWEZMILNVMNARSIS Oy xhCZ8xIKY OUhNSAMSk chdVs3gilWFhSe9RK
TOEMWRgEHMZC/RiyEEUWEs+xF7iMokayjzFom27 hF QktRcJfdleoWTsdulgDmRsy
BT Uruyca+olNANWAuMiOF30p 1 dWzUOPcBLSt+k2fDaRwHrA==

YOU MAD? XS

----- END PGP MESSAGE-—




Fle Edit View Go Message Enigmail Tools Help

& Inbox

| [-1 YOLO - Inbox -

L

I&Get Messages Vv Jwrite = JChat Address Book ) Tag¥

From Alice Drachme <alice.drachme@gmail com=

Subject YOLO

To bob.drachme@gmail com

Decrypted message;

Good signature from Alice Drachme <alice.drachme@gmail.com=

5 Enigmai

Key ID: 0xD312EE93 / Signed on: 07/08/2015 03:39 PM

Entfieon [e koppeti oty EKT 9 Iovhtov 2015

\

Ti1 BAETTEI 0 BODb




ETITTACOV PEAETN

- PGP & GPG: Emaill for the Practical Paranoid. Michael
Lucas. No Starch Press.

- https://www.gnupgq.org/gph/en/manual.html



https://www.gnupg.org/gph/en/manual.html
https://www.gnupg.org/gph/en/manual.html

2 0C euxapioTw! ©

THANK YOU




